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LAN= local area network
WAN=wide area network
InterNetwork = LAN+WAN
service provider ¢S ;I S zie =Subscriber
Network media
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(wireless)rf ¢« (fiberoptic) s, s .6 « { coaxial , twisted piar | (copperbase) L&

UTP Categories - Copper Cable

UTP Category Data Rate  Max. Length Cable Type Application
CAT1 Up to 1Mbps - Twisted Pair Old Telephone Cable
CAT2 Up to 4Mbps - Twisted Pair Token Ring Networks
CAT3 Up to 10Mbps 100m Twisted Pair Token Rink & 10BASE-T Ethernet
CAT4 Up to 16Mbps 100m Twisted Pair Token Ring Networks
CATS Up to 100Mbps 100m Twisted Pair Ethernet, FastEthernet, Token Ring
CATSe Up to 1 Gbps 100m Twisted Pair Ethernet, FastEthernet, Gigabit Ethernet
CAT6 Up to 10Gbps 100m Twisted Pair GigabitEthernet, 10G Ethernet (55 meters)
CAT6a Up to 10Gbps 100m Twisted Pair GigabitEthernet, 10G Ethernet (55 meters)
CAT7 Up to 10Gbps 100m Twisted Pair  GigabitEthernet, 10G Ethernet (100 meters)
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Pinout diagram for a straight-through cable
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Protocols
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Error Correction
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Data Encapsulation

Sender

-
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User Data

User Data

Application

Presentation User Data

Session User Data

Transport User Data
Network

Data Link

User Data

User Data

Physical Bits

HDR = Header
Slaly s ol header oY ja sy Jluyl i s dal gy Data o8 cul ploaS S50 YU s geas
Cal ¥ Y uSs bl header o7 LS oy 5T 5 uSs 6l az

Data De-Encapsulation
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User Data
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Bits

Physical

HDR = Header
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Peer-to-Peer Communication

Sender Receiver
Applicaton |- - = - - = — — — — — — — — — — — Application
Presentaton /- —-—-"—-—"—"=—-"—-"=—-=—=—= == = — Presentation

Session |~~~ "~~~ - -~ === —- === Session

Segments
Transport |~~~ ~ "~~~ ~—~~—~— = =—7777 Transport
Packets
Network |-~~~ ~ ~ ~~~—_ ~~—~—~=—=—=7777 Network
________ Frames  _ _ _ _ _ _
Data Link Data Link
Physical Physical
| Bits |

packet data unit = PDU

K segment oT 4 sk 4Ll 0T 4 header o 85 Ldata -1,
segment ¢ ., o610, F <Y pdu

packet €. ,.pb 5Ly 4Yheader l,>« Data I, PDU

frames ¢ . . ol il ¥ 4 Y header ¢l < Data .15 PDU

) 48 sozen S x;w»\,dﬁ,ﬂ&il:,\s|au&),T@?‘S&uJﬁMdﬂ&=Stackprotocol
K JSS 5 Stack OT 4y dims plonil 5 o5 IS S g pammn 53 48 il ails IS5
TCP/IP
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TCPI/IP Stack vs. the OSI Model

TCP/IP Stack 0S| Reference Model
Application
Presentation
Session
Transport
Network
Data Link
Network
Access Physical !
Ip addressing
Ip classfull
X.X.X.X 32 bite in decimal format

Class D : 224 — 235 ( MULTI CASTING )
Class E :236 - 255 (RESERVED FOR RESEARCH )

4 8 . UNICAST PUBLIC AND PRIVTE ADDRESS el 4l A,B,C sk o

SUBNETMASK
0T 8 )ls Bliza e &5 (L6 A o3l ) (OCTED IP) i » 53,13 SUBNETMASK S, IP s
SUBNET MASK 5 IP L 0l se 5 il oo 1P 8IS ol i o5b autions 0l o o S0 SUBNETMASK

Col YOO U i SUBNET MASK luis . cstlo ) ol sle 4t

IPadd:ess PR DD )G s it
Subnet mask  Z.Z.Z.7 (bydefault Zis0 or 255)

CLASS LESS -y CLASS FULL -y :wyls = 55 e IP



ClassA : 1-126 SUBNETMASK = 255.0.0.0
ClassB :128-191 SUBNETMASK = 255.255.0.0

Class C : 192-223 SUBNETMASK = 255. 255. 255.0

YAYE=1S YWY, Y& -Y
YA $=50,0F -Y

YAA=YOF -Y

YL BROADCAST =TIP 5 PARENT JslIP a1 > il o 555,IP o =T 5 IP -0l

.@\&.;J{gm&”du,\s\jm, IP oy 5T 5l i b yme sl [Pl

Class A

Class B

Class C

Class D

Class E

Byte1 ., Byte2 . Byte3 .. Byte4

=g

NET ID

NET ID

NET ID

MULTICAST ADDRESS

RESERVED

PUBLIC AND PRIVATE IPs
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Ip class less

VLSM-= variable length subnet mask
=S eslial class full 25, 51 il ol bl g 2t slo hOST sl oal 5 Sl sl

.r_“;if@\s default i ;i1,subet mask s e o

sl aS"subnet mask luis ja gl e . ol SUbNEtmMask ¢ g ub ¢S sle Cu sluws = Prefix
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Routers and Subnets

celod Coas by w0l L9y sl v opl Cowwd 0928
23k 5 192.168.2.70 3, el Opm 2 192.168.1.25
— — -~ ~
i \
25 A7 7 i.70

192.168.1.0/24 FEO1 1192.168.2.0/24

120 250

Sl ke S lip S %Qm.m&aamlroutercug device ¢S i1 me i 53 Ll sl
23 )13 O e interface s,

L;uc;m&;i\@ﬂj;;‘)wﬁwﬁw&u&&.u\ﬁ slsas” slinterface sluw 4 router ¢

CCwl okl asis G 3 F 5 B s el interface router s, , p=lds |, router eSS

G=gigABITETHERNET F=FASTETHERNET E= ETHERNET

315 GETWAY) 5 5 ol ) 4 5L 1jme 455 5 FOULEr & 0wy (sl » hOSE s

ICMP= INTERNET CONTROL MANAGEMENT PROTOCOL
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C:A\WINDOWS\system32\cmd.exe

Microsoft Windows [Version 10.0.16299.192]
(c) 2017 Microsoft Corporation. All s reserved.

C:\Users\Alireza>ping 192.168.10.104_

Loy o bo gl @ 1) (6305 lan )23 (g 5 €390 45 4 LU 05 5 S5 sl PING 505
ICMP REQUEST (ECHO REQUEST) 15 Jo ! 1 s ol s 55
13 55515 IOMP. Ll iy Jlin 550> i b Olgie 5 ICMP REPLAY ok ey b a5 5550 IP

>PING 192.168.10.100 -L 1024

C:\Users\Alireza>ping 192.168.160.104 -1 1024

Pinging 192.168.10.104 with 1024 bytes of data:
from 192.168.10.104: [EEEulcpr] ti¢e<1ms TTL=128
from 192.168.10.104: bytes=1024 tihe<ims TTL=128

from 192.168.10.104: bytes=1024 time<ims TTL=128
from 192.168.10.104: bytes=1024 time<ims TTL=128

Ping statistics for 192.168.10.164:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = Oms, Average = Oms

TIME TO LIVE =TTL
Ml‘“\“}:fﬁrﬁdﬁbwﬁyaww
S sd TTL=64 7 Siles S Jles o TTL=128

o3lawl TRACERT | 525 315,15 5 4> 93 > 9 DEVICE v\;%.g,iudg.iﬁ&oHOST ufgwﬁ‘)’“f‘

TRACERT GOOGLE.COM —-T



TCP/IP -¢ &Y

sl TCP/ip 0l OSI Joe

Transport Layer

Application

Session = Session multiplexing

= Segmentation

uDP
and { Transport = Flow control (when required)

TCP
= Connection-oriented
o Hetwork (when required)
Data Link = Reliability (when required)
Ethernet{
Physical

ETHERNET

.@‘wﬁﬂ LS})J{LAM JL&U‘@}SM )J_gégi‘\iy‘}i?)j’dg'

Culby 5 5,008 4 g3, 4 1, destination mac 5 source mac « .l Joe ¥ &Y s ethernet
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dade plil ¥ Y (b 1P
Trancprot—¥ ¥ b,

Sy .13 plal O giend K 3 IS 0SS Dlojon sb 355 F Y Sl s aty JUSIF Y 4l
Cul &Y ol Culby 5 s S (segment)
S 4y Joate (sls s )87 5 4S8 s olas = Flow control

TCP&UDP
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beo g

RELAYBELITY o5 ,(NETWORK) 5.2 4¥ 4 APPLICATION . 23 -
CONNECTIONLESS PROTOCOL -

S Lsie a3lsl F Y HEADER 0l ge 4 i5lie op) 5580 4Ll UDP a4 5 sla HEADER

ERROR CHECKING W (2iS 55 Cosgdoes -
BEST — EFFORT DELIVERY C &= L cuaS™ -

NO DATA RECOVERY s,lw sLiL -

Ail o DESTINATION PORT , SOURCE PROT 5 (s on

(WEB SERVER).cMI_ ¢S, DESTINATION PORT .z 55

UDP Header

16-bit source port

16-bit destination port

16-bit UDP length

16-bit UDP checksum

< #f - HEADER UDP ,\ ..

SOKECT= PORT ,IP .5 ;

ufguT(aA;m.aaﬁHOST & daie ;5 TCP Lol wiSs Jloyl 5 3,18 e oyl (59, ool J xS UDP s

A8 J 58 |y 4t 3L 3 OSWIHOST \:,x&:ﬁrw||,‘;u,|wj,u§,a

s 305,515, CONNECTION ¢ ok s 4t 3L 3 S sUT 51 = Connection — oriented

xﬁfda’b CONNECTION 1 s dxes Jluo sl OLL 51 e 5 iSKon Jlanyl 1y a5 5550 sla



(RELAYBILITY) ws Joyl i 5 by = 5YU 6y Olisabl ¢ j2iy S35 — S = TCP

0> CONNECTIONORIENTED s &oglaze -

Miss packet recovery -

TRANCPROT &Y ;5,5 -
NETOWRK « APPLICATION 05l o s -

CONNECTION ORIENTED -
Calides abds L= 4 JLail gl p &oglaze sla CONNECTION sl! FULL-DUPLEX -

ERROR CHECKING -

SEQUENCING PACKET -
ACKNOWLEDGEMENTOF RECEIPT -
DATA RECOVERY FEATURES -

TCP Header

16-Bit source port 16-Bit destination port

32-Bit sequence number

32-Bit acknowledgment number

4-Bit nceuaprsf
header | resv | S|W[¢| 7| €] 3| 3| Y] 16-Bit window size
|ength regkhtnn
16-bit TCP checksum 16-Bit urgent pointer
Options

Data
ﬁl
H

=14 HEADER TCP L.



TCPI/IP Application Layer Overview

= File transfer
- FTP
- TFTP
— Network File System
= E-mail
— Simple Mail Transfer Protocol
= Remote login
— Telnet
— rlogin
= Network management

— Simple Network Management
Protocol

= Name management
— Domain Name System

Mapping Layer 4 to Applications

F il H D T S
el Tl e | T|IN|]F|N
Applicat
Player . (RIS R T
n | P P | P
e
t
_____ A TPOt;‘t
umbpers
T’fg;g‘,’” TCP UDP

THREE-WAY HAND SHAKE
Lyl 31 5 CONNECTION euzs i 31,

Establishing a Connection

Host
In a Connection

S

Internet

“ TcPiP




Three-Way Handshake

Host A Host B
|
| |
S 4 4
Send SYN
(SEQ =100 CTL = SYN) T
SYN received
: o — | SendSYN.ACK @
& en 5
SYN received (SEQ = 300 ACK = 101 CTL = SYN, ACK)

Established
(SEQ =101 ACK = 301 CTL = ACK) \

CTL = Which control bits in the TCP header are set to 1

Lls Ko 5L eSS i 4 1, CTL = RST sz 3 (gl 5 sl xS |y sy &S5 2y o b HOST & S

TCP Header

16-Bit source port 16-Bit destination port

32-Bit sequence number

32-Bit acknowledgment number

4-Bit nceuaprsf
header | resv |5I™°| | ¢| 8| S}Y]' 16-Bit window size
length rlefg|k|h =t1 n|n
16-bit TCP checksum 16-Bit urgent pointer
Options
Data

301P_954

Lyl ol 3y sl 4 S gl o= SYN FLOOD



FLOWCONTROL

s il 4813 (6 a8 o oS 3Ly 5 il DLl ghyls 0S5l s S 5 oS Jluyl K &S oK

5 ST a8 e |y ey Jl )| b Ao Syl oy oS Uyl gl 5 o ol oSS 5 e OT BUFFER  lakis
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Flow Control

u Transmit
¢

\ 4 y_y

Sender

Not Ready

»

Stop

Resume Transmission

L
S

Receiver

Receiver Buffer
Full

Process
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Receiver Buffer
Ready

Yy v
i

ACKNOWLEDGEMENT

&S JLo,yI DELIVERY oiss jatein diu sl 2 o5 4 s ACKNOWLEDGEMENT

TCP Acknowledgment

Sender Window Size =1

$

Send 1

Receive ACK 2 NS a

Send 2

v

Receive ACK 3 —_—

Send 3

v

Receive ACK 4 /

v

Receiver

4

Receive 1
Send ACK 2

-~
v

Receive 2
Send ACK 3

Receive 3
Send ACK 4



ACK o Loz DELIVERY o5de o5, & HOST i il s 5 byl 5l ey WINDOWS SIZE s i L
5 8L 5 sl s 4 s e b S Jll | gty
U-\;g.:,odb)‘c&w}@bSENDACKzg_.)‘}q-‘)a‘gcéjfd,éli‘)ab\4.'.'...“;' o.,\.'\.lfglé\i‘)é PR R Y
s b ASn Syl 15 SEND ACK 1 f3ites 3525 3l 5 oS ysb a6l at S5 595 Jlo | (g dtms
.JMMJL&)J 4> gl ACK o)wLSJJj‘oJLw}HOST )Jﬁ@élﬂ)b
3 g o o A8 lom) o8 53 15 (YU Sl &S5 A8l (S o 611> WINDOWS SIZE S v/
3 e 3L 55 oy ply s ¥ a ooas 15 Y 1, WINDOWS SIZE 1. il S50 oy iy SLs pa

£ s G
Fixed Windowing
Window Size = 3 )

L Sender Receiver i\
y Send 1 Receive 1 ;’
Send 2 +| Receive 2
Send 3 *| Receive 3
Receive ACK Send ACK 4

Send 4 >
Send 5 >
Send 6 b
Receive ACK Send ACK 7
Send 7

5355 Jlaslo)lss ams b 5,100 ot MISS wey jldia 1y ACK o,les 355 MISS ol 55 gl 4t S

5y 3l 5 JolS s ool b e 288" s WINDOWS SIZE s

TCP Sliding Windowing

. .|

~
e

7’ Window Size =3 R
Sender ENYE _— Receiver
Window Size =3
Send 2
Window Size = 3 _— .
Send 3 ACK3 o e
P u
— Window Size =2 the congestion
of the receiver.
Window Size = 3 >
Send 3
Window Size = 3 —_—
Send 4 ACK 5
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TCP Sequence and Acknowledgment
Numbers

3. .3

7 /
Sender Receiver

Source Dest. Sequence ACK 10 Bytes of Data

Port Port (BT Number

1028 23 10 1

Source Dest. Sequence ACK
— Port Port Number Number
23 1028 1 1

Source Dest. Sequence ACK 250 Bytes of Data

Port Port Number Number [——»

1028 23 260 2

Source Dest. Sequence ACK
— | Port Port Number VI
23 1028 2 261 ‘

ARP — ADDRESS RESOLUTION PROTOCOL
5, &en 515 ottt 5 SOURCE IP Iiiw o ysT 355 Jluyl S5 HOST B 4 HOST A 51 sl sius (sl s S

w5l FREAM ¥ &Y ;5 & os 5 5,550 PACKET |35 % Jaieis YoY ,5 DESTINATION IP ,
.5,)4 DESTINATION MAC  J; wluws 1,SOURCE MAC 5,4

ARP dhy 4,8 oyl N daie MAC g HOST B &8ssl 5 oz PARK wies !l

3 phen pln] PROTOCOL

S [P ogie9a8 i) slaT
0930935 ,a. cand192.168.5.45
o8 MAC Address k) suiws

-0 pllel o 4 9t

«s MAC Address pa ¢yl 020192.168.5.4
(539 Liwly>

00-12-5e-7f-21-34




O3k p 53 b A ey s 5 42555 355 Jpdr 53 [, MACHOST A 5 o Sy 6,0 HOST B

3 3éus 0,5 HOST A

.@‘aMW&Garp—a J}Lwél;.} CMD Qlﬁjﬂ‘b—‘).’ J.JJ".‘.JJ"‘JJ"\’.'J.‘ oﬂﬁ-sg}m

S o 3 shs JooSS 4Kl L6, 55 5l ey 95 5hee SSLAMP alibl 5 Col I ddien Jpd ol 1 a5

Ly 5 genlS i5a i a5 s 4 5 555 Jluyl s 55 arp broad cast oG wl Kt 4 Jlast 31 e
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A3l e ABE ol oa Arp

el BROAD CAST .l ji MAC 5L 3 (clins 4 03 5 DYNAMIC o515 ARP Jsu 5

C:\Users\Tarahan»>arp -a

Interface:
Internet Address

192.
224.
224.
224.
239.
255.

168.
0.0.
0.0.
0.0.
255.
255.

Interface:
Internet Address

192.
192.
224.
224.
224.
239.
255.

168.
168.
0.0.
0.0.
0.0.
255.
255.

192.168.199.1 --- 0x5

199.255
22

251

252
255.250
255.255

192.168.47.1

47.254
47.255
22

251

252
255.250
255.255

Physical Address

f-ff-ff-ff-ff-ff
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa
ff-ff-ff-ff-ff-ff

--- oxd

Physical Address
90-50-56-fd-d8-ac
f-ff-ff-ff-ff-ff
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fcC
01-00-5e-7f-ff-fa
f-ff-ff-ff-ff-ff

Type
dynamic
static
static
static
static
static
static

.l K jabroad cast saas ol sl




BROAD CAST (!, MAC I (FF:FF:FF:FF:FF:FF) wst wsls ¢ oy FA DESTINATION MAC 5

el Jlyl dKS s den Gl s o dal s

&:&JJMJL»J‘

LAYER2 = MAC ADDRESS
LAYER 3 = IP ADDRESS

Host-to-Host Packet Delivery (2 of 22) Host-to-Host Packet Delivery (1 of 22)

- Application: Network, can you set up reliable
IP: Layer 2! Send this packet to 192.168.3.2 . ‘ connection to 192.168.3.2 for me?

Transport: I'll use TCP. Qti
SN
Transport: TCP! Setup a o
TCP session to 192.168.3.2.
192.168.3.1 [ SYN st
TCP: IP! Send this TCP
|\' |\' g SYN to 192.168.3.2. k' M

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 ," Layer 3 =192.168.3.1 Layer 3 = 192.168.3.2 /’
|/ Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111 | |/ Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111 |

Host-to-Host Packet Delivery (4 of 22) Hpstiosrost Fasket Dotlvory (9 of &4

ARP: First comes the ARP request. It will say that | am 192.168.3.1 Layer 2: ARP, do you have a mapping for 192.168.3.2? I
with a MAC of 0800:0222:2222. Are you 192.168.3.2?

Parking Lot
o s

AR P
Request
I SRC MAC ARP
0800:0222:2222 | Request

ARP: Is 192.168.3.2 in my ARP table? No, |
: T uess Layer 2 will have to put the packet in
ARP: Layer 2! Send this using our MAC as the g c -
SRC MAC and a broadcast as the DST MAC. the parking lot until | do an ARP.

srRcIP |
192.168.3.1 |

4

I Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

3 o 3
,,

Layer 3 = 192.168.3.1 Layer 3 =192.168.3.2 /’
|/ Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

€ losls ol MAP LT &S aiSCa Jlgw ARP 1Y &Y ¥ poai o

ely 6 oS S5 1) a4 2y Ko sy oS oyl 4 L35 15035 oS 555 s 55 ARP

23 5o atle Arp request ol b (sl au data s s> s 2> éwg,r;fduj I, BRAODCAST
Y4l 5 €S Y 5 s Y) It & Koo 45" (broadcast)s sive Jlgw a5 slael 51 5 5 gins Jlu,l &S
S dlejlarp o



Host-to-Host Packet Delivery (6 of 22) Host-to-Host Packet Delivery (5 of 22)

Parking Lot

........................

im0 | Layer 2: | just got a frame with a broadcast
MAC so I'll process it. The protocol ID
indicates that it belongs to ARP. Let me strip
the Layer 2 header and send it to ARP.

Layer 2: It is sent.

ARP SRC MAC DST MAC L
Request | 0800:0222:2222 Broadcast

[ g =T L = i
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 Layer 3 =192.168.3.1 Layer 3=192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

35h 3lsn Al oS pa,S 8L s broadeast g i e b e S s S35 ¥ 4 b g i & K0

A Jlylarp sl 1, Arp request s 5eds gjlulas header layer2 ..

Host-to-Host Packet Delivery (8 of 22) Host-to-Host Packet Delivery (7 of 22)

| Layer 2: ARP! Here is something for yK
ARP . ARP
Request Request
J -

Parking Lot
i ARP: | just got an ARP request from

i | 192.168.3.1. Let me add its IP and

------------------------- MAC to my ARP table. Now | can respond.

~

[ I andl
Layer 3 =192.168.3.1 Layer 3 = 192.168.3.2 Layer 3 = 192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

O 3 s 35S 0,53 Al o iPhOSt A s MAC  (gs5l>«S 1, host B jsarp G b 3l edss Sab s aie

&B) destination mac ; source mac aw.,s s &S Jlo,l | atww 45 dal e ¥ 4V g dades )
1S eyl host A« unicast

destination ,source mac « | 54w JloylUnicast b 4 arp replay <8, C&‘ LSS
3yls s Cd sy mac

Host-to-Host Packet Delivery (10 of 22) Host-to-Host Packet Delivery (9 of 22)

Parking Lot

.........................

|

........................

with a MAC of 0800:0222:1111.

ARP: Layer 2, send this using our MAC as the ARP
SRC MAC and 0800:0222:222 as the DST MAC. Reply

Layer 2: It is sent. R
| DST MAC SRC MAC | ARP |

0800:0222:2222| 0800:0222:1111 |  Reply
\\ DST MAC SRC MAC ARP L
1 <.:1 0800:0222:2222| 0800:0222:1111 | Reply

Parking Lot ARP: The ARP reply will say that | am 192.168.31

.
B~

’ ’ 3

Layer 3 =192.168.3.1 Layer 3=192.168.3.2 Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Host-to-Host Packet Delivery (12 of 22) Host-to-Host Packet Delivery (11 of 22)

" Parking Lot - Parking Lot

i acket I i

Layer 2: | just got a frame with my MAC so I'll
process it. The protocol ID indicates that it belongs
to ARP. Let me strip the Layer 2 header and send
it to ARP.

K L DST MAC SRC MAC ARP l\
3 0800:0222:1111 |  Reply
|/

Layer 2: ARP! Here is something for you.

I 0800:0222:2222 l

~
[ il

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 Layer 3 =192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

OT 5303, OT 5515 a5 S Sdb s 1, 0T 4K &K sla host b5 pie Eol &S 5 5L 3 Broadcast

.\.:Sdr'op lﬂreSive J‘.&Wjﬁ&\i@!onb,H@;Td‘ﬁWUMu}j\:ﬁb

Host-to-Host Packet Delivery (14 of 22)  Host-to-Host Packet Delivery (13 of 22)

Parking Lot

Layer 2: | can send out that pending packet. | ARP: | just got an ARP reply from 192.168.3.2.
Let me add its IP and MAC to my ARP table.
ARP: Layer 2! | have 192.168.3.2 e |
pped to 0800:0222:1111.

L TCP DST IP SRC IP SRCMAC | DSTMAC |\

\! SYN 192.168.3.2 192.168.3.1 |0800:0222:2222|0800:0222:1111 u g
~ >’ ] ]
[ — i i

Layer 3 =192.168.3.1 Layer 3 =192,168.3.2 Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

I, sii packet park 5 5" o I ,L ensmap T 8" Ka ¥ 4Y 4 5 1Sk Jlayl 1, Arp replay
I,destination mac « ip destination 4 ip source , destination mac , source mac .

.;Jb)‘da)ﬂ‘qﬁ».&.ﬁ Arp dauly 4 aS

Host-to-Host Packet Delivery (16 of 22) Host-to-Host Packet Delivery (15 of 22)

TCP: Send this.
SYN | TCP: | need to send a SYN ACK
ACK g to the TCP SYN that | received.

I SRC IP | DST IP | SYN |
19216832 | 19216831 | Ack
SYN
DST MAC | SRC MAC | SRC IP I DST IP | SYN |
=LA R SRC IP DSTIP TCP
|0800.0222.2222 0800:0222:1111 192.168.3.2 192.168.3.1 ACK | 192.168.3.1 | 192.168.3.2 | SYN

L L DST MAC SRC MAC SRC IP DST IP TCP k
0800:0222:1111|0800:0222:2222| 192.168:31 | 19216832 [ sYN
DST MAC l SRC MAC l SRC IP | DST IP | SYN I \’ \’
=
v

0800:0222:2222]0800:0222:1111|  192.168.3.2 192.168.3.1 ACK

[ - | | |
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111

LT 5 5 4Ke 3L, 1, (TCP SYN) aaes ¥ aY header 4 o 5% 5Y sla Y (gilulus i

FOKORTHREE-WAY HAND SHAKE[J W PRI Yo



Host-to-Host Packet Delivery (18 of 22) Host-to-Host Packet Delivery (17 of 22)

TCP: | need to let the other end know | got the

SYN ACK to complete the session establishment. TCP: Got the ACK.
TCP | SYN

ACK ACK
SRC IP DST IP TCP SRCIP DST IP SYN
192.168.3.1 192.168.3.2 ACK 192.168.3.2 192.168.3.1 ACK
DST MAC SRC MAC SRC IP DST IP TCP DST MA SRC MAC SRC IP DSTIP SYN
0800:0222:1111|0800:0222:2222| 192.168.3.1 192.168.3.2 ACK 0800:0222:222210800:0222:1111]  192.168.3.2 192.168.3.1 ACK

l\! TCP | DST IP | SRC IP SRCMAC [ DsTmAC I ‘\! L! L!
ACK | 19216832 | 192.168.3.1 |0800:0222:2222/0800:0222:1111
[ = T L I
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Ctle dbuly 4 SYN ACK i G L SEDDION ESTABLISHMENT g olS” (6l s al o ol 55
ASs Jlu ) 4 53 5 Y oY 5 Y Y HEADER Ol b s ¢

> gies et UNICAST b 4, DISTINATION MAC s SOURCE MAC il 55 51 g a5 ol plad

Host-to-Host Packet Delivery (20 of 22) Host-to-Host Packet Delivery (19 of 22)

-/< Application: Here is the data. I
TCP P]
,

T S Tep Layer 4: OK, Application, | have your session set up. |
192.1683.1 19216832 |SEQ=3 $
DST SRC MAC SRC IP DST IP TCP lication: 'l X
|0800:0222:1111|0800:0222:2222| 192.168.3.1 I 192.168.3.2 | SEQ=3 %\pp a0 OK' I send YOUSOme, o I

e

TCP DST IP SRC IP SRC MAC DST MAC \’
SEQ=3| 192.168.3.2 192.168.3.1 |0800:0222:2222]0800:0222:1111 J

@ggrg

= = Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 3= 192.168.3.1 Layer 3 = 192.168.3.2 £192.100.9.1 £192.168.9
Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111 Layer 2 =0800:0222:2222  Layer 2 = 0800:0222:1111

03,5 HOSTBSET UP i ,11, SESSION cul gt )3 s Jlusl s 5,15 » CONNECTION 8™ o&s
A Jlyl 1 55 DATA Loyl ol oS Sl 553 sl Jl=

&Y 555 PACKET ¥ oY yie ¥ &Y 55 5 SEGMENT ¥ &Y ,in cF &Y 55 5 ot slw! DATA v &Y

I FIN a5 8 5 sy OLL & DATA JUssl )86 5 géine Jluyl dezite (6l s 5 ok slow| FREAM Y &Y jda o Y

gv-§~‘ Jb!

Host-to-Host Packet Delivery (22 of 22) Host-to-Host Packet Delivery (21 of 22)

[ TCP: Application! Here is some data. 1|> -
SEQ=3 | D

I SRC IP | DST IP l'rcp

SRC IP
192.168.3.2

192.1683.1 192.168.32 |SEQ=3

[ psTmac srRcmac [ srcip DST IP
| A 21111 0800:! %

+

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111 Layer 3 =192.168.3.1 Layer 3 = 192.168.3.2

TCP
SEQ=3

e [EIE




Default Gateway

OK, | have some data to send to 192.168.3.2.
That address is not in my ARP table and | cannot
use ARP because it is on a different network.
| guess | have to send the data to the
default gateway and let it forward it.
I/\’Layer 3=10.1.1.1 Layer 3 = 192.168.3.2 /\’

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

Default Gateway
S oS o3l GETWAY ngm.;w,a{ﬁa&\@ﬁ HOST B 4 HOST A j|ﬁ1ﬁljélmf1
Olses DATA &1 2 a1 5, LU ) ROUTER Wb 0> gslize 3T st Jloyl gl ol a2 s goai s
50 DATA Wb e (Cs as BROADCAST  5) 5,05 13 gslize sl j3 48 e oplar 5,8 Jla |
355 Jlo,l GETWAY LROUTER ;b

LCwlaissdagearp Lo e



END



