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ICMP: dst (10.10.10.10) frag. needed and DF set unreachable sent to 10.1.3.4
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CLIENT#ping
Protocol [ip]:
Target IP address: 192.168.2.2
Repeat count [5]: 1
Datagram size [100]:
Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface:

Type of service [0]:
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Set DF bit in IP header? [no]: yes

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]: Verbose
Loose, Strict, Record, Timestamp, Verbose[V]:

Sweep range of sizes [n]:y

Sweep min size [36]: 1460

Sweep max size [18024]: 1466

Sweep interval [1]:

Type escape sequence to abort.

Sending 7, [1460..1466]-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Reply to request 0 (48 ms) (size 1460)

Reply to request 1 (44 ms) (size 1461)

Reply to request 2 (48 ms) (size 1462)

Reply to request 3 (40 ms) (size 1463)

Reply to request 4 (40 ms) (size 1464)

Unreachable from 192.168.1.1, maximum MTU 1464 (size 1465)
Request 6 timed out (size 1466)

Success rate is 71 percent (5/7), round-trip min/avg/max = 40/44/48 ms
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SITE1(config)#route-map CLEAR-DF permit 10

SITE1(config-route-map)#match length ?

<0-2147483647> Minimum packet length

SITE1(config-route-map)#match length 1465 ?
<0-2147483647> Maximum packet length

SITE1(config-route-map)#match length 1465 1500

!

route-map CLEAR-DF permit 10

match length 1465 1500

setip df 0

!

interface Ethernet0/0

ip policy route-map CLEAR-DF

:DF sLié g s clear I se; GRE Jag5 53 )l iy jlzo jolw j3SIS> Gay g2 35Sy

CLIENT#ping
Protocol [ip]:

Target IP address: 192.168.2.2
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Repeat count [5]: 1

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface:

Type of service [0]:

Set DF bit in IP header? [no]: yes

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]: V
Loose, Strict, Record, Timestamp, Verbose[V]:
Sweep range of sizes [n]: y

Sweep min size [36]: 1460

Sweep max size [18024]: 1500

Sweep interval [1]:

Type escape sequence to abort.

Sending 41, [1460..1500]-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Reply to request 0 (44 ms) (size 1460)

Reply to request 1 (48 ms) (size 1461)

Reply to request 2 (44 ms) (size 1462)

Reply to request 3 (44 ms) (size 1463)

Reply to request 4 (44 ms) (size 1464)

Reply to request 5 (60 ms) (size 1465)

Reply to request 6 (52 ms) (size 1466)

Reply to request 7 (52 ms) (size 1467)
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Reply to request 8 (48 ms) (size 1468)

Reply to request 9 (52 ms) (size 1469)

Reply to request 10 (52 ms) (size 1470)
Reply to request 11 (56 ms) (size 1471)
Reply to request 12 (52 ms) (size 1472)
Reply to request 13 (60 ms) (size 1473)
Reply to request 14 (56 ms) (size 1474)
Reply to request 15 (52 ms) (size 1475)
Reply to request 16 (52 ms) (size 1476)
Reply to request 17 (52 ms) (size 1477)
Reply to request 18 (56 ms) (size 1478)
Reply to request 19 (56 ms) (size 1479)
Reply to request 20 (48 ms) (size 1480)
Reply to request 21 (52 ms) (size 1481)
Reply to request 22 (52 ms) (size 1482)
Reply to request 23 (60 ms) (size 1483)
Reply to request 24 (60 ms) (size 1484)
Reply to request 25 (52 ms) (size 1485)
Reply to request 26 (60 ms) (size 1486)
Reply to request 27 (56 ms) (size 1487)
Reply to request 28 (56 ms) (size 1488)
Reply to request 29 (56 ms) (size 1489)
Reply to request 30 (52 ms) (size 1490)
Reply to request 31 (60 ms) (size 1491)
Reply to request 32 (56 ms) (size 1492)

Reply to request 33 (52 ms) (size 1493)
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Reply to request 34 (52 ms) (size 1494)
Reply to request 35 (60 ms) (size 1495)
Reply to request 36 (44 ms) (size 1496)
Reply to request 37 (52 ms) (size 1497)
Reply to request 38 (56 ms) (size 1498)
Reply to request 39 (56 ms) (size 1499)
Reply to request 40 (52 ms) (size 1500)

Success rate is 100 percent (41/41), round-trip min/avg/max = 44/53/60 ms

j1 TCP Susl s 5> SYN ociws MSS sl lado Tunnel Guas yinol s ip tep adjust-mss 1424 jgiws sl L —
o0 MSS 1580 ;505 & jluc 60 .30 50 S il GRE (Jogi jI ol julw JSIa> 68 ol 9 61531 60 1 E§ o Jlado
03Lal b Lilgs U Suled i 54529 slo Uiy 0o 15 031> ud b I Sy jo 4 TCP JSiig U 3ol o halS 1 EPE
-39 02190 IS0 b oSujud Lasd yiiul (59 JUul 4> 03 Saw g Culs 100 0 6y Gl sy jolw GRE U i
€97 j1 Gyl S8l T 53 08 S8 (50 )luw 5> 9 3,133 5o 456 TCP (glo Sudl 5 59 hid gy gl 68 Cawl gass

g4 50 02190 JSio b 151 I 1S3y julaw b sl Sadl 5 Jlu | & jge0 3 aml ICMP

:GRE Jsgi )3 MTU o > 5l 1EPE 60 1ES 0 jI MSS jlsio juuei 3 )Suy

interface TunnelO

ip tcp adjust-mss 1424

CLIENT#ping 192.168.2.2 size 1490 df-bit
Type escape sequence to abort.
Sending 5, 1490-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

Packet sent with the DF bit set
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M.M.M

Success rate is 0 percent (0/5)

*Jan 23 21:29:09.107: ICMP: dst (192.168.1.2) frag. needed and DF set unreachable rcv from 192.168.1.1.M
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interface tunnel 0

ip mtu 1500

CLIENT#ping 192.168.2.2 size 1500 df-bit

Type escape sequence to abort.
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Sending 5, 1500-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/54/60 ms
|

CLIENT#ping 192.168.2.2 size 1501 df-bit

Type escape sequence to abort.

Sending 5, 1501-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 0 percent (0/5)
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