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Module 01 Introduction to Ethical Hacking

Introduction to Ethical
Hacking

Module 01

Unmask the Invisible Hacker.
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Insider Threats
Pure Insider lazine
Authorized Physical Access -

Network Logon -
Elevated Pure Insider (Admin) -
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Employees + Contractors -
(2t b g¢lob) Greedy or Disgruntled -

DS o0 60l 4 pladl aals U
Insider Associate wlasiw

Limited Authorized Physical Access -
No Network Logon -

Often Overlooked -

Potential Spies -

Exposed Papers ...

Maintenance guys... -

g oo 41,5 oayol Wdgai Sl a5l Lal ail o aSll (9,0 aS ool
Insider Affiliate wlaoswiw

Has Connection to Employee (Spouse, GF, BF,...)
Visitor -

Loaned Badge/PIN -

Borrowed Company Laptop -

Could cause legal trouble -

Can be Social Engineering -

Device 5 Sledbl 0,5 Share 51 ciusl g ot g Jio aiSoo 5 &8 0 Glase 5 4 a5 colsesl
3,5 s lsogs LT b (Laptop i) o5 1o o

Types of Hackers

Black Hat/Cracker/Malicious

White Hat/Ethical Hacker/Pen Tester

Grey Hat
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Module 02 Footprinting and Reconnaissance

Footprinting and
Reconnaissance

Module 02

Unmask the Invisible Hacker.
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What is Footprinting?

d  Footprinting is the process of collecting as much information as possible about a target network, for identifying
various ways to intrude into an organization’s network system

J Footprinting is the first step of any attack on information systems; attacker gathers publicly available sensitive
information, using which he/she performs social engineering, system and network attacks, etc. that leads to huge
financial loss and loss of business reputation

¢ ; Identify
Vulnerabilities
= Ll L -

Footprinting allows It reduces attacker’s It allows attacker It allows attackers to
attackers to know the focus area to specific to identify draw a map or outline
external security range of IP address, vulnerabilities in the the target organization’s
posture of the target networks, domain target systems in order network infrastructure
organization names, remote access, to select appropriate to know about the actual
etc. exploits environment that they

are going to break
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Google o

Web Images Videos Mews Shopping Mare « Search tools

About 235,000,000 results (0.67 seconds)

CNN.com: Breaking News, US, World, Weather ...
www.enn.com/ v CHNN

Find the latest breaking news and information on the top stories, weather, business,
entertainment, politics, and more. For in-depth coverage, CNN provides ...

CNN.com U.S.

World - U.S. - CNN Money - Tech - CMMN.com brings you US News,
Europe - Asia - Sport - Videos Videos and Stories from around ...
Videos Entertainment

Watch breaking news videos, news Find the latest entertainment news
stories and video clips ... and video about celebrities, TV ...
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- C [ who.is
2= Apps e ophcrack.php n NTLM Decrypter - N...

Premium Domains  Transfer  Features

wholis

WHOQIS Search, Domain Name, Website, and IP Tools

oadls ¢s1s3l ol 9T (501 CNNCs3lus €39 a5 (5)0Ms €39 €03 I3)91 Cawsy

sCuwl

Site Status

Status

Server Type

3 (g3 5993 CNN a3l 39 a5 ¢,3le Name Server b s)g1 Cunsy

sCunl a3k
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Mame Servers

NSlookup j) aslaim! & Cibn g 3)0.6 )3 Oleilbl Pyl Cunsy v/
slas)gS) ) Query i) g sl (.0 Command Line )ljs| 53 Nslookup
0 (6 DNS Sy
) oslaTwl b CNN culn g o)l)s 1y Cilelibl (syunsy G ag)ls 308 JGs (sl
.03)91 Cunsy nslookup
:\>nslookup —type=a cnn.com 8.8.8_8

google—public—dns—a.google.com
Address:z H.H_.8_8

on—authoritative answer:

CNnh.Ccom
ez 157.166.226.25
157.166.226 .26
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~»nslookup
Default Server: Broadcom.Home
Address: 172.16.16868.1

» server 4.2.2.1
Default Server: a.resoluvers.leveld.net
Address: 4.2.2.1

Server: a.resolvers.leveld.net
Address: 4.2.2.1

on—authoritative answepr:
type=A_.Home
: 198.185.254.11
198 .1685._244_11

Server: a.resolvers.leveld.net
Address: 4.2.2.1

on—authoritative answepr:
ame = CCMN.Com
Address: 69.172.2601._.2688

> type=M:
Server: a.resolvers.leveld.net
Address: 4.2.2.1

on—authoritative answepr:

ame = type=M& .Home

Addresses: 198.1685.254.11
128.1685.244.11

¥ CCN.com
Server: a.resolvers.leveld.net
Address: 4.2.2.1

on—authoritative answepr:
ame = CCMN.COom
Address: 6%.172.201.2688

Ping j) aslaiw b Oleilbl gsyg) Cuwsy v/

cnn.com Wy Cubn

B CAWindows\system32\cmd.exe - =

ISNJping cnn.com

inging cnn.com [157.166.226.251 with 32 hytes of data:
157.166.226.25: bytes=32 time=28%7ms TTL=187
157.166.226.25: hytes=32 time=298ms TTL=187
157.166.226.25: bytes=32 time=286ms TTL=187
157.166.226.25: bhytez=32 time=382Zmz TTL=187

ing statistics for 157.166.226_.25:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>,
pproximate round trip times in milli-—seconds:

MHinimum = 286m=,. Maximum = 38Zmz. Average = Jlims

-
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Module 03 Scanning Networks

Scanning Networks

Module 03

Unmask the Invisible Hacker.
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Overview of Network Scanning | C/EH

Cortiiod § Covieed  Haekes

Network scanning refers to a set of Network Scanning Process
procedures for identifying hosts, ports,
and services in a network sonds
: TCP/ip probes _ [[wally
...................... )»E—S “y'.l
<-- \r ] *

. Network scanning is one of the

A : : - Gets network )

\ components of intelligence gathering information
an attacker uses to create a profile of

the target organization

Attacker Network

Objectives of Network Scanning

s, and open ports of live hosts
To discover operating systems and system architecture

over services running on hosts.

200

To discover vulnerabilities in live hosts :

Copyright © by IB-Beuncil All Rights Reserved. Reproduction is Strictly Prohibited.

a5 glhus a5 s afub b § e EIwuw W) A1) @ Scanning Gblac
5 (31 019 § Jale @lmaw €93 3)94 )3 bl Slellbl g3)gT Cuwsy )5 gyl )) esa
B0 0 ol I )s 3T 59) 1 aS sl guagme g 3T 30 sle3)ed § S guagm
A5 (LG 1) e sle3)oy 1) s )1 sailgd o Ladb joaisg )

%System root%\system32\drivers\etc

) @31 b buSye (slewagiw § L) G 3135 30 )y Services Jald Cumd(5 Db yuws )

A5 oaslie
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B0 (0 13) Jolps Jelb Scanning sisTyd

Check For Live System alays v

(30 (0 ASub ) Jlad sls eTwaw ¢3lnlib)
Check For Open Port v

(300 0 Jlad slo eI (59) 1 10 O)03 (ILwlish)

Service Identificate alays v

(33)1s 1h8 )0 (sLe3)03 59) 1 A5 (Ale Imagiw (3Lwli)
Banner Grabbing /OS Finger Printing alays v’

(30 (0 Jlad slo eIwaw (5g) B Jalc eTwaw g0 ¢,30wlib)

Vulnerability Scanning alays v’

(sbl 0 Jlad sl el 59) 1 )3y LawT § e b (lwlib)

Draw Network Diagram of Vulnerability Host alays v

(3bl 0 1333 T sla Host j) afub aibdh eaw)s)

Prepare Proxy alays v’

(335 (-0 osla3w) 34 IP o1 O93)5 Oledy sy proxy Qo il )Se alays ol )

)15 3089 (Iblac Bla) jl Scanning god gy

(Al a5ud s Scanning Oblac v

Oyl aSud §s Scanning Gblac v/



@Javangrpchannel

0 Jlad slo el (wBb Jol @38 als sle aSub )s Scanning Glilac )

A0

A ) )0 @ 3G o3(aTw] aSub S (slp 33lgT (0 A5 (,80)zs Sl (le)l)
230U (8 (5333

NMAP v/

Angry IP Scanner v’

Hping V3 v/
Solarwinds Toolset v/

CA3)3isl aSud )y Scanning clbilac

3D (-0 03(BTw] 3L (slo aSud )s Scanning Gblac (s\p a5 (3leng) )
(-0 Ping aSub 13 IP slo guys 1)) (,83) Gy (B) ol s a5 sidL (0 Ping Sweep
A0 (8 (AWl afy )y Jlad Sle elwaw Awb b reply )0 )3 g sqi

C1aw g ¢5)181 @) slo J1gnld buwgs a5 sl (o (0338 sleg) 6)s (J1g) B2l )9
S0 (8 (AL (5)l)8)

Kali g BT ¢sla gnSeiy) )3 a5 NMAP o0 @y Gl ¢5)li3) Port Scan ¢slp )1l oa)yig)

AL 0 0BG WalS gL (0 39800
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19 o3laiw) 1y b i1 sxilgd (0 NMAP aaums auyal sglils slp
WWW.insecure.org/nmap

)15 1) 93309 § uuSei Jele elwaw (59) B ol Eubis NMAP Hljsl @)

Ao (0 Lo @ gnSeiy) @ byrs NMAP 1) asadd 03y ()9

2245 0 (HaTthy ) C)g0 a3 1) SCAN go5 g3sia NMAP yglws

TCP Connect

(39 335 (0 )iSp aods elwaw b 1) TCP Jal5 bld)l By )50 B3 Scan ggd ol )»)
(350 (0 (Al (3al) @ gl g65 )

Xmas Tree Scan

sl Packet Jlwyl )l astaTwl G 1) TCP slo gy )} Gy oSl go3 (331 )s)
a5 sl ¢ Fin Flag g URG g PSH Jslis Packet Xmas (53 .35 (6 (Sa Xmas
GABS) Al (3)60 )3 30 (6 Qs Gy Lo Flag ) eled ysEs gSw) o) )s
2 )0 ©)62 ©)90 B3} RE 13300 (6 Ay C3)93 A5 ias Bl @ bl RST Jolis
o303y 3B uuSx3g3 9 guSeiy sle Jale elwaw (s9)p bEd HSwl £65 ) bl
(.Cuw) (sHlw

Syn Stealth Scan

i 09wl y5ys C)lc @ sgias a3sS @a Half-Open Scan g1 a alllbwol )s aS)

2 Jlw)) dso elwaw a3 Syn Cuslga)s Gy )5 (3wl €03 g3l )y b 0 10


http://www.insecure.org/nmap
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@ 33536 Awb )s )58 (Jg 3313)5006 )0 Lo @ )y syn-Ack Awl )s dsa el § 335
OB (-A) (O3 EIIWL

a5 Gwlbias o3l @ sy Awb Syn-Ack b Bas EIwaw a5 ()00 ) 335 Q18>

03! @ sibly RST/ACK )90 a3 auly a5 (,5)00 )3 ()9 300 -0 b Y5 3)0.8 )09
(bl 0 Ay JHais)es C)gy a5 Cuwlbies

NULL Scan

OFF o1 ¢sla Flag 351 asisl Juls @y sl 0 (5) adya (sla 5wl §l pSw) ggb o)
(.l silw a3k a5 (nSeix) (59) 1 9 3)ls 3989 Jlgps 1 3T e s silwa

Windows Scan

A5 (8 (30u6ib 1) )b sle5)e) 9 Mbl 6 ACK- Scan @ anid gSwl goi o)

OIML (50) 1 § 30U (8 a3laTw) Jlgyls Sy i) Heac sy pSwl g63 93} ACK-Scan

Ol SHbw o303 LB puSeiy sl

330D (6 (S33) ATWS 1) )0 A3 soibs (.6 63LETIL NMaAP YeTws )s a5 ¢Ile paSgw

-sT Tcp connect Scan
-sS Syn Scan

-sF FIN Scan

- sX Xmas Tree Scan
- SN Null Scan

-sP  Ping Scan

-sU UDP Scan



-sO Protocol Scan
-sA  Ack Scan

-sW Windows Scan
-sSR RPC Scan

-sL List / DNS Scan
-sl Idle Scan

-Po Don’t Ping

-PT TCP Ping

-PS Syn Ping

-PI' ICMP Ping

-PB TCP and ICMP Ping
-PM ICMP Mask

-oN Normal output
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: @5 (0 23Tw] pj HoTws )1 pold eIwaw K0 )0 Sled)y W)Y Sk
~# nmap 172.16.100.2

Starting Nmap 6.4
an r

Mot shﬂwnz 986 closed po
PORT STATE SERVICE
= [ * ope

:28:C7 (Liteon Technology)

: M5 (0 03BTw] 1) Hodws I elwaw (333a 0 sle3)es W SIY

~# nmap 172.16.100.2 172.16.100.9 172.16.100.10

: @S (0 03aTw) 1) joTws )1 A (slgus)sT i1 (,a3) ¢59) 13 b sle3)ed )R Iy

~# nmap 172.16.100.0/24

(3T ou)sT @103 (0 ENS pawl ) Lo el i1 (530) shha easledy a5 (I)ew )
: oS aslalwinmap )y 1) O @ g 83)3 slasl Text file Gy ) )y
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~# touch list
=3t echo 172.16.16006

~# nmap -ilL list

-0 03(a3w) 1) )o3ws )1 233w b 5w ) (B ETwaw )| (SPay s)3 Exclude iy
2 @O

= nmap 172.16.100.0/24 --exclude 172.16.100.2

G Awb )s § 30 (0 dslaiwl Target 5y ping Iy NMap jedws jl a5 (3)e0 )
Jlasd s elwaw b a5 Cuwlbias 03) @ s30m aslgs host seen down el

S0 (0 Al elwuw o1 @ Ping g 3)ls )hd Jlgnld Cuiby b § DG (83

L B3 ETuuw 1333 GHbe @3 s a3laTwl —PN axigws )1 (Tl D6 s ys

Ao 0 elail o1 59y p O5w! )93 Ollac hid sgib (o3 Ping )\Sys target
~# nmap -PN 172.16.100.2

. @S (0 o3(aTw) 1) jglws )1 ARP il aslatwl GTarget G dsa eIwaw HSwl sl
~# nmap -PR 172.16.100.2

-0 3388 D0 yoTws §) aslaTw) g sbl 0 )4 ARP 539y Vgacs Lan sla aSuib )s

A0
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NMAP Banner Grabing

OY)be @ s eladl )y Banner Grabing Ollac 13193 (-0 )3) )o3ws )l aslaiwl b
Ou0Mw )1 (3))9 A8 § LUIL a8 Cuwl JU a5 (5)6 Caly S dyagdy 3193 (6 )T
b (0 )0

~# nmap -sV 172.16.100.2

[ http

VMware VirtualCenter Web service

VMware Authentication Daemon 1.10 (Uses WVNC, SOA

VMwa re ses WNC, SOAP

Telnet Banner Grabbing

ol ly Banner Grabbing cllac sylg3 (.6 oo Telnet jgiws i) aslatwl b

twtelnet mail.kali.org 25

220 apollo.kali.org ESMIP Postfix





